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0] mepax no TOBBILEHMIO
33UMIIEHHOCTH  MHPOPMALMOHHOM
UHPPACTPYKTYPbl Poccuitckoi
Qepepaumu

AHamu3s cBeleHwii 06 yrposax GesoNnacHOCTV MHGOPMALUHM, MPOBOIMMBLL
cnemmamictamy GCTOK Poceyy B YCIOBMSX CIIOKMBLIENCS OOCTaHOBKM, [TOKA3bIBAET,
4yTO 3apyOe)KHbIMM XaKepCKUMM TPYNIMPOBKaMM IUIAHMPYIOTCS K IPOBENEHMIO
ROMITBIOTEpPHBIE aTaky Ha MH(DOPMALMOHHYIO MHQPAaCTPYKTYPY Poccuirckon @enepaumm
C TIpMMEHEeHMeM BYPYCOB-1IM(pPOBaIbILVKOB.

BHejpeHye BUPYCcOB-1uM(bPOBaIbIIMKOB OyIeT OCYLIeCTB/SATbCS Yepes IIOYTOBBIX
BIIOMKEHMs, a TAKKe Yepe3 HECAHKI[MOHUPOBAHHBIA MOCTYN B MH(pOPMAlMOHHbBIC
CHCTEMBl ITIOCPEICTBOM  SKCIUIVATALMM  YA3BMMOCTEN Be6-CaliTOB ¥  CpencTs,
HaXOASIIIMXCS Ha TIePMMeTpe MHOOPMALMOHHBIX CUCTEM.

C uenbio IpeNoOTBpaIlieHMs peaym3alyy yrpos 6esonacHOCTH uHGOpMaLIMK,
CBASAHHBEIX C BHEIPEHMEM BMpPYCOB-UIMGPOBANBIIMKOB, HeOOXONUMO IPUHATH
ClIenyiolye AOTOMHUTE/IbHbIE Mephl 3alMThl MHQOPMAaLNL:

1. Obecreunts ~ pesepeupoBamue  uHpopmamyy, — obpabarbiBaemoil B
MHGOPMAIIMOHHOM CHCTEME, ¥ IIPOBEPUTD HaIMUMe aKTYaIbHBIX Pe3ePBHBIX KOTIUIA.

2. OBecrieunTh XpaHeHMe pe3epBHBIX KON B M3OJMMPOBAHHOM OT CeTU
«/luTepHeT» cermMeHTe MHGOPMAIOHHON CHCTEMBbL.

3. OrpaHMImTh JOCTYII TO/b30BaTENeN HHPOPMALMOHHOM CHCTEMBI K Pe3ePBHBIM
KOIMSIM JaHHbBIX.

4. Orpanuuuth (UpM  BO3MOXKHOCTM)  CETEBOE B3aMMOLENCTBME  MEXIY
cermeHTamy MHGOPMALMOHHBIX CUCTEM NO IPUHIMITY <«3aIpeLieHO BCE, HYTO SBHO
HepaspelueHo» (Hampumep, C ToMowpio TexHonmormy VLAN ¥ CIMCKOB KOHTpONA
IOCTYTIA ceTeBoro 060pyIoBaHus).
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5. AKTMBMPOBATh DYHKIMM aHAM3A U GIOKMPOBKY BXOJISIIETO CeTEBOro Tpaguka
CPesCTB  MeKCETeBOrO IKPaHMPOBaHMs, YCTAaHOBJIEHHBIX Ha paboumx MecTax
noab3oBareseit (Ipy UX HaIudum).

6. OrpaavunuTs AOCTYN MQNB30BaTeseN MHGOPMALIMOHHOM CUCTEMBI U IOCTYII
BHEITHMX TIIOJIb30Bareneil u3 cetu «VHTepHeT» K CUCTeMaM LIEHTPaJM3OBAHHOIO
yIpaBneHus MHPPACTPYKTYpoli MHGOPMAUMOHHBIX cyucreM (IpM MX  HAIMIMM)
(HarmpMmep, K TakuM cucremam otHocatcst Active Directory, SCCM, Zabbix u mpyrue
CUCTEMBI).

7. [lpoBecTy aHa!MM3 3alIMIIEHHOCTY Nepumerpa MHOOPMAUMOHHOM CHUCTEMBL U
Be6-CepBEpOB B YaCTy BbIBIEHUS M YCTPaHEHVS] KPUTUIECKMX YSI3BUMOCTeM, OLIMOOK
KOHQUIypamuy, a TaksKe yIaJeHus NapoJiesl, UCIOIb3yeMbIX 110 YMOTYaHUIO.

8. 3anpeTUTh IO/MB3OBATE/IM I[ONXIIOYATh K MHOOPMAUMOHHBIM CUCTEMaM
HeyuTeHHble MALIMHEbIe HOCHTeM MH(GOpMALHM, MOGH/IbHBIE YCTPOMCTBA M OTKPbIBATD
JO6BIe CChUIRM M3 MOYTOBBIX COOOILEHMII, CKauMBarh (aiviel u3 cet «MHTepHET», a
TaXKe MCIIONb30BaTh MOOMIbHBIE YCTPOMCTBA IULT MORKIIOYeHMs K ceTi «VHTepHeT».

9. Orpaumunth (MpY BO3MOKHOCTM) AAMMHUCTpaTOpaM MHGOPMaLMOHHbIX
CUCTEM TIPaBa 1O CETEBOMY NMOAKMIOYEHUI0 K aBTOMATHM3UPOBAHHBIM PabouMM MeCTam
[TO/Ib30BATENIEN,

10. Orpasuyuts CcperncTBamMu [IpOKCU-cepBepa CIIMCOK BHEIIHUX
yHGOPMALMOHHBIX PECypCoB, K KOTOPBIM I0/Ib30BATeNIM MH(POPMALMOHHON CHUCTEMBI
MOTYT [OJAYYMUTb HOCTYN (Hampumep, IIyreM BBeOeHus OelbIX  CIMCKOB
MHQOPMALIMOHHBIX PECYPCOB, K KOTOPBIM paspelleH JOCTYI).

11.OpranmnsoBarb ZOCTYN K YOaJeHHbIM CerMeHTaM MHQOPMALMOHHBIX CUCTEM
(TIpn MX HaaMYMM) C IPUMEHEeHMeM BUPTYIBHBIX YyacTHbIX ceteir (VPN).

12. Orpaun4nTs UCIONL30BaHue 6ecpoBOgHbIX ceTel (wi-fi).

13. ObecrieyuTp NpMMEHEHMEe CPeNCTB AaHTMBMPYCHOM 3alMTBI M aHTHUCIIAMA, a
TaKKe CBOEBpeMeHHOe OGHOBIIeHHUe MX 6a3 JaHHbIX.

14. HactpouTh B CpeicTsax aHTUMBMPYCHON 3allUTHI, aHTMUCITAMa ([IPY HaM4dun)
IIPOBEPKY BCEX MOCTYIAIOIIMX Ha TTOYTY BJIOMKEHUIN.

15. CosmaTth OTHE/BHBIA IEKTPOHHBIA IIOYTOBBIA amgpec, Ha KOTODPBUA
MOJIL30BATEM MHPOPMARIMOHHOM CUCTEMEl OYIYT IIPUCHLIATh MMCBMA, KOTOPbIE MOLYT
conmepykaTh BpeJOHOCHOE CoflepRanume (CChUIKY WIM BIOXKEHMe).

16. IponudopmuposaTh  HOJNb30BaTENel  UHGOPMALMOHHOM  CUCTEMBI O
Heo6xXonMMOocCTH 6e3011acHoi paboTsl C 3VIEKTPOHHOM MOYTOH, & UMEHHO:

BH}MATEJIbHO IIPOBEPSTH aApec OTIPaBUTENS, AAKE B CIyYae COBNAJeHMUS UMEHN
C YIKe U3BECTHBIM KOHTAKTOM;

He OTKPBIBAaTb NJMCbMa OT HEU3BECTHBIX 3/IPECATOB;



NpOBEPSITh MMCbMA, B KOTOPBIX CONEPIKATCST MPM3BIBBI K HEMCTBMSIM (Hampumep,
«OTKpOMW», <«IIPOYMTaM», «O3HAKOMBCS»), & TAKXKE€ C TeMaMu Npo (GUHAHCHl, GaHKM,
reONoMMTUYECKYIO OOCTaHOBKY MJIM YTPO3bI;

HE TEPEeXOAUTH II0 CChUIKAM, KOTOpble COHEepXXaTbCs B 3JIEKTPOHHBIX MMUCHMAX,
OCO6EHHO €C/M OHM [JIMHHbIE MM HAaOGOPOT, MCIOJb3YIOT CEpPBUCHI coxpamemm
ccpuiok (bit.ly, tinyurl.com u 1.1.);

He Ha)XMMaTh Ha CChUIKY M3 IUCbMa, €CIM OHM 3aMEeHEeHbl Ha CJIOBA, He HaBOOUTh
Ha HMX MBILIKOM M IIPOCMATPUBATh IIOJIHbIN afipec CaliToB;

IIPOBEPATb CCHUIKM, AaXK€ €CIM MUChMO IONYYEHO OT JAPYIOro I0Jb30BaTesis
MHGOPMALIMOHHOM CUCTEMbI;

He OTKpBbIBaTb BJIOXEHUS, OCOOEHHO €C/IM B HUX COAEpXKAaTbCS JOKYMEHThI C
Makpocamu, apXuBbl € mapossiMu, a Take daist ¢ pacumpennsmu RTF, LNK, CHM,
VHD;

BHMMATEJIbHO OTHOCUTCS K IIMCbMaM Ha MHOCTPAaHHOM $3bIKe, C OOJbLINM
KOJIMY€eCTBOM nosyyaTesiei u opdorpadpuueckumm ommbrammu;

B CJly4ae MOSBIeHUS COMHEHM) - HamNpaBiAThb IOJYYEHHOE IIMCbMO KakK
BJIOKeHME alMUMHUCTPATOPy MHPOPMALIMOHHOM CUCTEMBI.

17. AkTuBupoBatb (IpU BO3MOSKHOCTM) MEXaHM3MbI TNPOBEPKM 3/1EKTPOHHOI
IIOYTBI, NPOBEPKM IIOIIMHHOCTY [OMEHA-OTIpaBUTens (HalpuMmep, MCIIONb30BaTh
Texnonormn DKIM, DMARC, SPF), a Takoke HaCTPOUTH IPOBEPKY BXOOSLIMX MUCEM C
MCIIO/Ib30BAHMEM 3TUX TEXHOJIOTUM.

18. 3abnokuposars (npu BO3MOXXHOCTH) [oyvYeHue TIOJIb30BATENS
MHGDOPMAaIVIOHHOM CUCTEMbl B IEKTPOHHBIX  NMCbMAaxX  BJIOXEHUH  C
pacumpennammuADE, ADP, .APK, APPX, APPXBUNDLE, BAT, CAB, CHM, CMD,
COM, CPL, DLL, DMG, EX, EX_, EXE, HTA, INS, ISP, ISO, JAR, JS, JSE, LIB,
LNK, MDE, MSC, MSI, MSIX, MSIXBUNDLE, MSP, MST, NSH, PIF, PS1, SCR,
SCT, SHB, SYS, VB, VBE, VBS, VHD, VXD, WSC, WSE, WSH.

19. 3a6nokMpoBaTh JOCTaBKYy I[ACEM OT JOMEHOB-OTIIPABUTENIEH, CTPaHOI
npoucxoykaenus KoTophix apsitorcs CLUA u crpansl EBponerickoro corosa.

W B.JTIroTHkoB
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U 3KCITOPTHOMY BJIaCTU U OpraHM3aLusaM
KOHTPOJIIO IO YKa3aTeJI0 PaCChUIKM
(®CT3IK Poccun)
SAMECTUTEJL TUPEKTOPA

Crapas Bacmanuan, n. 17, Mocksa, 105066
Ten., ake (495) 696-49-04
E-mail: postin@fstev.ru

L7 072022 Ne 240044 /7563
Ha Ne

0O mepax o [IOBBILIEHUIO
3ALMIIEHHOCTY  MH(QOPMAaLMOHHOM
MHPPaCTPYKTYPhI Pocceuiickon
®depepanyu

Ha ocHOBe pesynbTaToB BbisiBICHMS yrpo3 GesomacHocTM MHPOpMALMK,
nposomumoro  cneuyamicramm  OPCTOK  Pocemm B yeinoBusax — ciiokusiiesics
obcranoBkM, ¥ uHbOpMam Or HalMOHANBHOIO KOOPAMHAIMOHHOIO LIeHTpa [0
KoMrrb}OTepHmM MHUMIEHTaM IPOBEJIeH aHa/M3 KOMIIbIOTEPHBIX aTak, peajusyeMbIX Ha
MHQOPMAaLMOHHbIE CUCTEMBI M MH(POPMaLMOHHO-TEIEKOMMYHMKALVIOHHbIE  CETH
(nanee - cucreMbl M CeTH) OpraHoB rOCyAapCTBEHHOM BJIACTM M OpraHM3aLmii
Poccuiickoit Qenepauyu B niepuox ¢ 24 ¢espas 1o 27 Mapra 2022 r.

Io pesynbratam npoBeneHHOro aHaMM3a COBMECTHO €O CrIEMMAMACTAMMA BeIYLIMX
OpraHM3aLMii B 0671acTM MHGOPMALUMOHHON 6Ge30macHOCTH ITOATOTOBJIEH nepevyeHb
MEp 3alMTbl CUCTEM M CeTell OPraHoB TOCYHAPCTBEHHOM BIACTM ¥ OpraHuM3aluii
(mepedeHb Mep mpwiaraetcst). YKasaHHbI IepedeHb Mep JOTIONHAET 1 IeTanusupyer
Hampas/iedHble paHee OCTOK Poccumu merommyeckme ykasaus u peKoMeHaaumMmu
1o TIOBBILIEHMIO 3aIUMLIEHHOCTH MHGbOPMaLMOHHOM MHOPaCTPYKTY b
Poccusickon @epgeparmn.

B nenax HeponyieHns Hapyienys GyHKIMOHMPOBABMS CHCTEM ¥ CETelt OpraHoOB
FOCYyAAapCTBEHHOM BJAaCTM ¥ OpPraHM3aUMii, a TaKKe HAPyIUIEHUS Ge30MacHOCTH
oOpabaTbiBaemMoii B HMX MH(OPMAaIyy mpory NPOBECTU MHBEHTAPU3AUMIO MPUHSITBIX
paHee Mep 3almThl MHGOPMALMM U 06ECTIeYNTh PeanvusalMio JONOIHUTEIbHBIX Mep
3aIMTBl MHGODMAUMM B COOTBETCTBMM C IIpM/IaraeMbIM IepeyHeM M C Y4EeTOM
0COBEHHOCTe (PYHKUMOHUPOBAHMS CHCTEM M CETeIA.

B./Tiotukos

Ucn. n otm. Tedhuep U.C. g
tei. (499) 263-27-75



O60061IeHHbI IepeyeH’b Mep 3aIUThI uHpopManym
UH(}OPMAaLMOHHOM MHGPaCTPYKTYpbl OpPraHOB roOCyZapCTBEHHOM BJIACTH
u opranmsaumii Poccuiickoit ®emepamyu

1. Meps1 3ammTsl MHGOPMAIMH 110 MOBBILEHUIO 3aUMIEHHOCTH NlepuMeTpa
MHPOPMALMOHHBIX CHUCTEM W MH(OPMALMOHHO-Te/IeKOMMYHUKAIMOHHEIX CeTel
OpPraHOB rOCyAAPCTEeHHOM BJIACTM WM OpraHusaumii Poccuiickoii Degepaumn
(mamee — cycremsbl u ceTw)

1.1. [IpoBect! MHBeHTapM3aLyMio O6LIeJOCTYITHBIX MHPOPMALMOHHBIX pecypcoB
(Be6-CaifToB, MOPTAIOB) IyTeM BHELIHEro CKaHupoBaHusi Oyioka ny6smyHbXx IP-
/lpeCOB, TPUHAANEXKAIIMX OPraHM3alMM, C LEIbI0 OHpEeleNeHUS CeTEeBbIX CITyK0,
OTKPBITBIX Ha NEpUMeTpe CUCTEM M CeTelt, a TakKe ImyTeM ckanuposanus IP-anpecos,
BBIJICJIEHHBIX IUISI CUCTEM ¥ CEeTell OPraHM3aLMy B apPEHIOBAHHOM obsake/xocTuHre, u
OTKIIIOYMUTD HEUCIIOJIb3YeMble CITYKGbI M Be6-CepBUCHL.

1.2. Tlo pesysbratam ckaHuMpoBaHus NPOBECTM aHAJM3 OTKPBITHIX [IOPTOB,
ONpPEAC/MTE MPUHANJIEXHOCTD U JIEPMTUMHOCTD JOCTYIHBIX MO OTKDBITBIM IIOPTaM
CepBMCOB ¥ 3a0JIOKMPOBATh JOCTYN M3BHE K CETeBBIM cyxk6aM, i1 KOTOPBIX OH He
TpeGyeTcss WIM OrpaHMYMTE mocrynm mo Gemomy cricky IP-ajpecoB Tam, rme 3To
BO3MOXXHO MCXO/ISl M3 Ha3HAYeHMs CepByCa.

MuBenTapusaums Jo/mKHa IPOBOAMTLCS HA NepUOINYECKOM OCHOBE, HO HE peXke
pasa B KBapTaJl.

1.3. BeisBuTh BCe MOAIOMEHHBI, 3aperycTpyMpoBaHHble B JOMEHE OpraHM3alvy
IIyTeM aHamM3a MacTep-30HbI HA aBTOPUTATMBHOM DNS-cepBepe, u mnpoBectu
VHBeHTapu3aumio [P-anpecoB Bcex moamomeHos.

1.4. TIpoBecTM WHBEHTAPM3ALMIO CHCTEM ¥ ceTeji Ha IpegMeT HaJuMuus
OTAETbHBIX KaHAJIOB YIpaBJeHMUS IPOrpaMMHBIM OBeceyeHueM u obopyioBaHmeM.
Hanpumep, kaxue xauampr CTpoaTes ¢ mcnoibsoBaunem 3G/LTE o6opynopaums wu
PacllMpsTIOT MOBEPXHOCTD Peausaliuy KOMITbIOTEPHBIX aTak.

B ycnoBusix orcyTeTBUS TexHMUECKOi BOSMONKHOCTH peaym3annM Mep 3alUThI
uHOOpMaUMK 1151 TOMOGHBIX PellleHui, HeOGXONMMO IIPOU3BECTH VYT Beex YCTPOMCTB,
POBECTM  CKaHMpoBaHMe uXx IP-ajpecoB, ycTpamuth KpuTHYECKMe YA3BUMOCTH,
32KPBLITh OTKPBITbIE MOPTHI ¥ CMEHMTD MApo/u. B ciryuae HEBOSMOKHOCTH yCTpaHeHUs
YA3BMMOCTEN PACCMOTPETh BO3MOKHOCTb OTKTIOUEHNS KAHAIOB yOpaBIeHus.

1.5. Obecnieuntb fnoctynm BHYTPEHHUM CepBMCaM OpraHM3aliMy IIOCPeACTBOM
BUPTyalbHbIX  4vacTHeIX cere (VPN) ¢  wucmonbsosanuem IBYX(}aKTOpHOI
ayTeHTMdUKaUMK. [Ipy BO3MOKHOCTH peam3oBaTh CNIEYIOLA Habop OrpaHMYeHuIt;

VAaJeHHbA [OCTYN pPaBGOTHMKOB OCYIIeCTBNIAT TOAbKO ¢ [P-ampecos,
3aKpEIVIEHHbIX 33 aBTOHOMHBIMM CHCTEMaMy Poceuitckoir ®enepauny;



Ipy HeoOXOomMMOCTM JocTyma ¢ 3apybexkHbix IP-ajpecoB  peaam3oBaTh
orpaHuyeHye 1o 6ej10mMy CIIMCKy;

paspaboTaTth NpaBuIa KOpPe/IsILUA B CUCTEMaX MOHUTOPMHTA MH(GOPMAaLMOHHONM
6esonacHoctu (SIEM) no nogximoyenysm ¢ uHoctpasubix [P-anpecos;

610KMpPOBaTh MOAK/IIOUEHNMST K MHGOPMAUMOHHBIM cyucTemaM ¢ [P-agpecos VPN-
nposaiaepos, y3iaoB TOR u nogcereit xocrepos (hetzner, ghoster u gpyrux nojcere);

3anpeTuTh yAaleHHOe aiMUHUCTPUPOBaHMe C NMOLKIIIOYEHneM ¢ 3apyOesxabix IP-
afpecos.

1.6. B ciyuae HamMumsi Ha NepUMETpE CMCTEM M CeTeil IOYTOBBIX CEPBUCOB
(Bkmrouast cepsucet OWA), cepBucoB (aittoBoro o6MeHa (TakMX Kak FTP),
peanu3oBaTh Mepbl, YKa3aHHbIe B TyHKTe 1.5 HACTOAIIEro JOKYMEHTa.

1.7. lna B3aumopeiicTBust ¢ npuioskeHuem 1o uHTepdeiicy API orpanmumts
mocTy 1o 6eomy cmucky IP-agpecos (pu BO3MOXKHOCTH).

1.8.Tlpy mHamrumm COGCTBEHHOM aBTOHOMHONM cucTembl (AS) u  6ioka
ny6/munbix IP-agpecoB, opranu3oBaTb MOHMTOPMHT atak Tuna BGP Hijack ¢
UCIIO/Ib30BAHMEM CepBMCa OT OIlepaTopa CBS3M WM  CIELMUaJIU3UPOBAHHOIO
OTEYECTBEHHOI'O CEPBMC TIpoBakepa (Ipy BO3MOKHOCTH).

1.9. Ilepeittu Ha ucnmonb3oBaHue ycayr fAocTyma K cetu «VIHTepHeT» u
TeNeGOHUM Y POCCHMIACKMUX ONEpaTopOB CBSI3M (IIPY BO3MOXKHOCTH).

1.10. OpranusoBarp IOAK/IIOYEHME CBOEI ABTOHOMHOM cucTeMbl K MSK-1X (ipu
BO3MOXXHOCTH).

1.11. ObecrieunTdb 3alMTy KPUTMYHBIX Be6-peCypPCOB € MOMOLIBIO (GMIBTpALMM
Tpa(yKa MPUKJIAJHOTO YPOBHS C MPUMEHEHMEM CPEJICTB MEXCETeBOr0 SKPaHMPOBAHKS
YPOBH npunoxenmit (web application firewall (WAF)), ycraHOBneHHBIX B peskum
MPOTMBONEMCTBMSI aTakaM, M 3alMThl OT arak oOTKa3a B OBGCTY)KUBAHUM
(DDoS-arak) Ha cpecTBax MeXCETeBOrO SKDaHMPOBAHMS M APYIVX CPEACTBAX 3alAThI
yHbOpMaLYH.

1.12. Y6enurbcs, 4T0 KpUTMUHbIE BeO-IIPUIIOKEHMS U BeO-pecypchl, KOTOpbIE
HEOOXOAMMBI [/l OCYILECTBJIEHMSI OCHOBHBIX IPOLECCOB, a4 TAKKe OCHOBHbIE Beb-
PECYpPChI He COepKaT KOMIIOHEHTOB, NMOArPY)KaeMbIX C BHEIIHMX HEKOHTPOJMPYEMbIX
pecypcoB. B ciyuae BbIABIEHMS TAKOrO KOZHA, PACCMOTPETbh BO3MOMKHOCTb BPEMEHHOIO
WIN TIOCTOSIHHOTO €r0 OTKJIIOYEHMSI.

1.13. Ha cereBoM 060pyqOBaHMM TP HaMMYMM TEXHUUECKOH BO3MOXKHOCTH
OTKa3aTbCsl OT MCNOJIb30BAHMS HE3aLUMILIEHHBIX MPOTOKOJIOB YIIPAaBJIEHMS, TAKMX KaK
telnet/http/snmp, 1 paspeumrs 1ocTyn K 060PYIOBaHUIO TONBKO U3 IOBEPEHHBIX CETEN
(cermenTb! ynpapyienus, paGoune CTaHIMM afMUHUCTPATOPOB).

1.14. Orpamunts Mconb30BaHMe 0BE3MMUEHHbIX YIETHBIX 3aMCeil HA CETEBOM
obopynoBaHum.



3

1.15. B ciyuae HeobxogumocTH mucnonp3oBaums SNMP JJ11 MOHUTOPMHTA W/ Uin
YTpaBJieHusi 060pyLOBaHMEM, OrPAaHMYUTD K HEMY JOCTYI IIYTEM M3OMSLMM Ha YPOBHE
VLAN/VRF, a raxxe npumenenns ACL s [oBepeHHOro crmicka anpecos. [Ipu satom
HeOoOXOAMMO OTKAa3aThCs OT IPUMEHEHUS snmp-community mo ymomnvanuio (public,
private) u ucnonssoats SNMP v.53.

1.16. B cnyvyae npumeHenus B cuctemMax u cetsx AAA CepBepoB, IPOBECTU
HaCTPOMKY CETeBOro OBOpYZOBaHMA Ha LEeHTPaJIM30BaHHYI0 ayTeHTU(PHUKALUIO II0
TACACS+, RADIUS, wm LDAP.

1.17. B ciyuyae mcnosnb3oBaHust  3apyGesKHbIX ny6mmuneix  NTP-cepsepos
TIEPeNTU Ha UCIIO/b30BaHMe MYyBIMYHOrO NTP-cepsepa MSK-IX:

Wms cepBepa ntp.msk-ix.ru
IPv4-anpec 194.190.168.1

IPv6-ampec 2001:6d0:ffd4::1

1.18. B ciyyae ucnonbsoBanms 3apy6exxasrx CDN NPOBAiIEpOB, B TOM YUCIe
Akamai, CloudFlare, Heo6xomumo IIepelT Ha WCIOJb3OBAHUE OTEYECTBEHHBIX
aHAJIOTOB.

1.19. Oprann3oBaTh XOCTMHI pecypcoB Ha Tepputopmu Poccuiickoi Megepauym.
IIpn BemeHMM MeXIYHAPOTHON [EATENLHOCTH mpy HeobXOZMMOCTM BO3MOKHO
OpraHM3OBaTh 3ePKaJo caliTa Ha XOCTMHIE 33 PyOeKOM.

1.20. Peaym3oBaTh 3a1umiéHubii JOCTYN IOJib30BaTeJel K Be6G-pecypcam ceTu
«MHTepHeT» uepes uwUTIOSBI WM IIpOKCU-cepBepa (P BO3MOKHOCTM)  C
MCIIOJIb30BaHMEM:

QYHKIMIT TOTOKOBOTO aHTMBMpYCa (Hys AHTUBUPYCHOM TPOBEPKM BCEro
3arpy>kaemMoro KOHTeHTa), OGHapy>KeHMs: BTOPKEHMil (/1 MpeJOTBPALIEHMs MOMBITOK
SKCIUTyaTaluyu YSA3BUMOCTEN KIMEHTCKUX TPUWIOXKEeHMI), (GUIbTpaLmm URL-agpecos u
Be6-TIPWIOKEHWI;

GyHKUMM  uHTErpamMu «NIeCOYHMLEN», BBINOMHAIOLIEN OTKPBITUE B
VISOTIMPOBAHHOM OKDYXXEHMM BCeX 3arpyxkaeMelx u3 cett «UHTepHer» Gaitios ms
aHa/IM3a MX NOTEHLMAIbHOrO BO3/Ie/CTBYSI HA CUCTEMY;

OrpaHMYeHMs NOCTyNa K 3apyOeXXHBIM pecypcaMm, 38 UCKIIOYEHMEM TeX, KOTOPHIE
HEeOOXO/MMBI 110 paGoTe, MM paspelleHus AOCTYIA K pecypcam u3 6esoro crimcka IP-
a7pecoB (IIpy BO3MOYKHOCTH).

1.21. Vicnonb3oBate DNS-cepsepa Ha Teppuropuu Poccuiickoii ®epepary:

ABTOPUTATUBHBIE — JIJI1 XOCTUHI'A 30HBI MCIIOJ/Ib30BATh HECKOJIBKO IIPOBAl{ZIepoR C
obs3arenbHOM 3ammTon or DDoS-aTak.



pexypcuBHble - ucmonmb3oBat  DNS  or  omeparopa  cBusm  wiwm
ClenManmM3MpOBaHHBIX POCCUMCKMX TpoBarinepos DNS, u/mmm HaumodasibHOM cycTeMbr
nomenubix umex (HCIN);

B CIy4ae Be[eHMs MEeXIYHapOIHOM AeSTeIbHOCTM OPraHU30BaTh XOCTMHT 30HBI
B TOM YUCJie y 3apy6eXXHbIX POBal/epOB;

€C/IM OpraHMsalyst UCIosb3yeT AoMeH He B 3oHe .RU, .P®, .SU, Heo6xomumo
3aKymTb foMeH B 30He .RU u obecrieunts paboTocrnoco6u0cTh pecypcos.

2. Mepsl 3ammThI CHUCTEM M ceTel, GOYHKIMOHMYIOIMX MOJ YIpaB/IeHueM
orepauyMoHHbIX cucreM Microsoft Windows

2.1. Mepsl 3aumTel  MHpOpPMAMU OT yrpos 6e3omacHoct MHGOpMAaLMH,
HalPAB/ICHHBIX HA IIOTyYeHMe YYETHbIX IAHHbIX I0/1b30BaTeNel ITyTEM MX U3BJICUCHUS
U3 TIAMATY WM Pas/IMYHbIX CUCTEMHBIX XPaHWUIIMLL,

2.1.1. MuMHMMU3MPOBATh UCIIONIb30BaHNe HEeNOLepPXKMBAEMbIX BepCUit
oneparvoHHbIX cucteM Microsoft Windows (Bkmiowast ycrapeBuime Bepcyyt Windows
10). V6emutncs, uTo Ha Beex aBTOMaTU3MPOBAHHBIX PabOUMX MECTax I10f, YIpaBIeHueM
Windows 7/Windows 8/Windows Server 2008 R2/Windows Server 2012, rme mo
KakKMM-TMO0 TNpMYMHAM HEBO3MOXKEH [epexof, Ha 6ojee HOBbie Bepcuu  OC,
yCcTaHoBJIeHO obHOBeHne KB2871997 (https://techcommunity.microsoft.com/t5/core-
infrastructure-and-security/the-importance-of-kb287199 7-and-kb2928120-for-
credential/ba-p/258478).

2.1.2. Y6enurbcs, 4TO Ha BCex AOMEHHBIX ABTOMAaTU3MPOBAHHBIX pPaboUNX
MecCTax ;Jis npoBainepa ayreHTHduKkaummn WDigest oTkmioueHo KelpOBaHue Haposen
VHTEPaKTUBHO ayTEHTU(QUUMPOBABLUIMXCA T0JIb30BATENEl B OTKPHITOM BMIE B MAMSITH
npouecca Lsass (https://docs.microsoft.com,/en-us/answers/questions/463368/disabling—
credentials-caching-in-wdigest.html). UcnonbsosaTs TPYIIIOBYIO TNOJUTUKY I
UPUHYZAUTEIPHOrO  OTK/IIOYEHNMS [AHHOTO KeIMPOBaHMs, a TaKKe peaau3oBaTh
MOHUTOPMHT M3MEHEHUI OTBEYAIOIEro 3a JaHHYIO HaCTPOMKY KJII04Ya peecTpa.

2.1.3. BRIIOYMTh Ha BCEX [OMEHHbIX ABTOMAaTU3MPOBAHHBIX pabouux MecTax
NPUHYAMTEIBHYIO OYMCTKY NaMATH OT YYETHBIX JaHHBIX TIPY BBIXOJE IIOJIb30BATENS U3
CUCTEMBI TYTEM YCTAHOBKM 3HAUYEHMs K/TIOYa peecTpa, OTBEYAIOIIero 3a MJaHHYIO
HaCTPOUKY (https://support.microsoft.com/en-us/topic/microsoft—security—advisory—
update-to—improve—credentials—protection-and—management-may—1 3-2014-93434251-
04ac-b7f3-52aa-9f951c14b649 ).

2.1.4. 3ampeTTh TpPYNMNOBONA MOAMTHUKOI XpaHeHMe B IUTAaTHOM MeHe/KRepe
naponest  Windows  yuéTHBIX  maHHBIX IJL  CeTeBOM  ayTeHTMPUKAIM
(https://docs.microsoft‘com/en—us/windows/security/threat—protection/security—policy—
settings/network—access—do-not—allow—storage-of—passwords—and—credentials-for—
network-authentication).
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2.1.5. TTo BO3MOKHOCTM MCIIO/IB30BATh HA BCEX JOMEHHBIX aBTOMAaTU3MPOBAHHbIX
pabounx mecrax mexanmsm LSA Protection mis 3alUMThl MaMATH mpouecca lsass or

JocTyra co CTOPOHBI HeJOBEpPeHHbIX IIPOLIECCOB
(https://docs.microsoft.com/en-us/windows—server/security/credentials—protection—and—
management/configuring-additional-lsa-protection). Bosee st dexTUBHOI!

aJIbTEPHATMBOV [aHHOMY MEXaHM3MY SIBJISETCS IPUMEHeHMe (YHKIMOHANA 3alyAThI
MaMATM Mpolecca lsass B peluleHMsIX IO 3alMTe KOHEYHbIX ToYeK. Hampumep,
mexanmsm Credentials Guard, ZOCTYmHBIN B HOBBIX BEpCMSIX ONEPALVMOHHBIX CUCTEM
Windows (https://docs.microsoft.com/en—us/windows/security/identity—protection/
credential-guard/credential-guard).

2.1.6. Ucmonbsys  IpynnoByl0  NOMUTMKY,  OIPaHUYMTb  BO3MOKHOCTB
MCnob3oBanust npusuiermn otnanku (SeDebugPrivilege) nmst apmummcTpaTMBHBIX
YUETHBIX 3anmcen Ha BCEX OMeHHbIX XOCTax
(https://docs.microsoft.com/en~us/windows/security/threat—protection/security—policy—
settings/debug-programs). Ecnu pausas npusmmernsts Heo6Xomuma VIS OTHEMbHBIX
KaTeropuii NO/b3oBaTesNeil (Hampyumep, pa3pabOTYMKOB), Pa3pEILNTb eé TOMBKO IS
JAHHBIX YYETHBIX 3aITUCEN.

2.1.7. OTKMIOUMTE  WIM  OTPaHMYUTL  KeIUMpOBaHMe YUYETHBIX  JTAHHBIX
MHTEPaKTUBHO BOLUEALIMX INOJIb30BaTe/IeN, UCIIOIb3yeMOe IS IOCTYIA B CUCTEMY TIpH
HeJOCTYITHOCTHI KOHTPOJIJIEPOB JIOMeHa.
(https://docs.microsoft.com/en—us/windows/security/threat—protection/security—policy—
settings/mteractive—logon—number—of—previous—logons—to—cache—in—case-domainj
controller-is-not-available).

Jns  CcTauvoHapHBIX  ABTOMATM3MPOBAHHBIX  paGOYMX  MECT, MMEIOIMX
TIOCTOSIHHOE  MOAKJ/IIOYEHMEe K CHUCTeMaM M CeTsIM, PEKOMEHOYEeTCS OTK/IFOUYMTh
KellMpoBaHue,  AJA1  MOOWMIbHBIX  aBTOMATM3UPOBAHHBIX  paboumx  MecT
MMHMMM3MPOBATh pasMep Kelua no 1-2 sanmceit.

2.2. Mepbl  3ammTel  vHGOpMAUMyM,  HAaNpaBieHHbIE  Ha OrpaHN4YeHue
BO3MOXHOCTe! HapyLIMUTeNeil MO UCMONb30BAHMIO MOTYYEHHBbIX VYSTHBIX AAHHBIX IS
IIEpEMELIEHMST MY aBTOMATH3MPOBAaHHBbIMY PAbOUMMI MECTaMM CeTU OpraHmM3aLii.

2.2.1. Orpaununtb BO3MOXXHOCTb CEeTEeBOro AOCTYTIA MEXIY
aBTOMAaTU3MPOBAHHBIMM pabourmyu MecTaMu IO mpotokonam DCOM, SMB, RDP,
WinRM. [lanHOe orpanuyenyie MOKeT GLITh PeaM30BAHO € MCIIOMb3OBAHMEM CpencTB
MexxceTeBoro skpanupopasus, ACL Ha access-nmoprax kommyTtaropos, Private VLAN,
Wireless Client Isolation.

2.3. Mepb! 3aIMAThI IPUBMIIErMPOBAHHBIX YUSTHBIX 3aIUCEIL.

2.3.1. Ucnone3osathb YCUJIEHHBIE [IapoJIbHbIe TIOJIUTUKHU nJIst
NpUBWIETVDOBAHHBIX YYETHBIX 3amuceit (6osiee wvacTas CMeHa, IIOBBIIICHHbIE
TPeGOBaHMs K CJIOXKHOCTM napons). [ peanm3aliMM BOSMONKHOCTH MCIIOIb30OBAHMS
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Pa3/IMYHBIX NapOJIbHBIX TMOJUTHUK IJISI PasHbIX KaTEropuii mosb3osaTtesneii B Windows
VICTIONIb30BATh MeXaHM3M Fine-Grained Password Policies
(https://docs.microsoft.com/en—us/previous-versions/windows/it-pro/windows—serve_r—
2008-R2-and-2008/cc770394(v=ws.10).

2.3.2. lns  3amMTHl  MPUBMIIETMPOBAHHbIX VYETHBIX 3alMCE peamu3oBaTh
MHOTOYPOBHEBYIO MOAENb [OCTYNa, MOLPasyMeBAIOLIYIO BbIAEJEHMe KaK MMUHUMYM
CIeqYIOIMX YPOBHEH:

Yposens 0: KouTposutepsr gomena;

Yposens 1: Cepsepa;

YpoBeHb 2: Paboune craHmmm.

2.3.3. I afMVHUCTPUPOBAHMS KAXKIOTO M3 YPOBHE [JOJDKHBI MCIIONb30BATHCS
pasnesibHbIe IPUBUIETMPOBAHHbIE YYETHbIE 3alACK C INPUMEHEHMEM TPYIIIOBO
nomtuky (napamerpsl «Deny access to this computer from the network», «Deny logon
locally», «Deny logon through Remote Desktop», «Deny logon as a batch job», «Deny
logon as a service») pekomenjryeTcs peannsosaTh CIenyiouye orpaHnYeHms:

3alpeT BXOA@ TON YYETHBIMM 3amucsiMM ypoBHsi (0 Ha aBTOMATM3MPOBAHHbBIE
pabouue MecTa ypoBHeit 1 1 2 (3amper BXOZA IO JOMEHHBIMM aZMVHUCTPATOpaMM Ha
paboure cTaHLMK U cepBepa);

3aIpeT BXOAA TIOA YYETHBIMM 3amMCIMM YpOBHS | Ha aBTOMATM3MpPOBAaHHbIE
paboure mecTa ypoBHelt 2 (3allpeT BXOHa Mo YYETHBIMM 3aMVICAMM aiMMHUCTPATOPOB
CepBepoB Ha pabouue CTaHIMK).

Bornee nompo6Hbie pexomeHmaumu mo peanvsampm MHOTrOYPOBHEBOM MOJ eI
BO3MOJKHO ITOJTYUUTH [0 CChUIKE:

https://docs.microsoft.com/en—us/security/compass/privileged—access—access—
model.

2.3.4. PexoMeHZIyeTC.  MCIIONB30BATH  BbIAEJIEHHbIE busuueckne  wan
BAPTya/bHbIe ~aBTOMAaTMSMPOBaHHbIe paboume MecTa [  QAMMHMCTPATOPOB C
YCUIEHHBIMM MepaMM IO 6e30MacHOCTH, MOIK/IIOUEHHbE K M30/IMPOBAaHHOMY CETEBOMY
cermeHTy. Bosiee nmoppoGHble pekomMeHaanMy 1O peaymM3ay DaHHOM Mepbl BO3MOKHO
IOAYYUTb TIO CChUIKE https://docs.microsoft.com/en—us/security/compass/privileged—
access-devices.

2.3.5.[ln8  anMMHMCTPUPOBAHUS aBTOMAaTU3MPOBAHHLIX  pabouuMx  MecT
VICTIONb30BATD IITATHYIO YYETHYIO 3aI4Ch JIOKATBHOrO afMMHMCTPATOpa C VHUKaJIbHBIM
[apojieM Ha Kaxgoi paboueir cranmmm. O6ecieuuTs PETYJAPHYIO CMEeHY MapoJiei
TAHHBIX YYETHBIX 3anucen, VICIIOJIb3YS MeXaHU3M LAPS
(https://Www.microsoft.com/en—us/download/detai]s.aspx?id=46899).

2.3.6. UcnonesoBats rpynny Protected Users mas Beex IPUBUIETUPOBAHHBIX
JOMEHHBIX YYETHBIX 3anuce, Hanpumep, aJMMHMICTPATOPOB JIOMEeHa























































































